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DETERMINATION OF THE AUTHORITY

Employment relationship problem

[1] The four applicants were employed by the respondenits Christchurch Engineering
Services operation. Each claims to have been tifipirdy dismissed from his employment and
seeks permanent reinstatement, reimbursement tofdosineration and compensation for hurt and
humiliation.

[2] The respondent denies the dismissals were unposténd declines to accept the applicants’
claims.

The facts

[8] The applicants had been employed by the resporiolenarious lengths of time; John Bisson
for 32 years; Carl Gardner for four years; Andrean@ron for three years; and Martin King for a
total of three years. All worked in stores funoscand John Bisson had been a charge hand for 31
years.

[4] In early 2004, as a result of an incident withire thespondent’'s Engineering Services
Division, the company’s General Manager of Humasdreces for the Division initiated a review
of the internet use by all employees in that donsbetween 31 March and 24 July 2004. The
results raised concerns regarding internet use bwraber of employees, including the four
applicants.
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[5] In September 2004, the respondent engaged Genspeaialist information technology
company, to study the data and produce individoedrinet user reports (IURs) for each of the
employees concerned. Those reports linked usatii@és to sites visited, the dates and number of
visits or attempted visits.

[6] The internet use of each applicant was broken dimnidentify sites designated pgrsonal
use as prohibited use sites to which access had been blocked by theonelent’'s specialist
monitoring software, sites with no category assigaed the browse times to internet explorer
sessions.

[7] The Gen-i team was required to produce an IUR fmheemployee setting out a usage
summary for adult/sexually explicit sites and fargpnal interest sites as well as a breakdown of
the sites visited, the dates on which they wergedsand the number of visits. As 13 internet siser
were under scrutiny, this task was not completdd Lih November 2004.

[8] Soon after providing the IURs to the respondert,@en-i team discovered there had been an
element of what | shall catlouble countingand after modifying the programme, re-ran the rpo
and then completed an exercise involving manuahgcking the IURs against the original
spreadsheets. This confirmed the accuracy of thesland the efficacy of the modified
programme.

[9] Thesesecond reporténdicated in respect of the four applicants timathie period covered by
the review:

* Mr Bisson — 4008 sites visits involving 32 hourgdwsing time;

* Mr Gardner — 8303 site visits involving 43 hoursrbBiutes’ browsing time;

* Mr Cameron — 2,059 site visits involving 31 hougsr2inutes’ browsing time;
* Mr King — 12,857 site visits involving 60 hours Bdnutes’ browsing time.

[10] On 20 October 2004, the respondent’s Divisionalisiigs and Inventory Manager, Mr Terry

Mangos, held meetings with each of the applicantghéch they were given an envelope containing
a letter requesting them to attend a formal dis@py meeting, a copy of their individual IUR and

contact information for the Employee AssistancegpPamme.

The relevant policies

[11] The Authority was provided with copies of the resgent’s policy documents:

(1) Code of Conduct This document, authorised and updated on 31algnR003,
contains the standards of conduct required of eyeel® in going about their work. The
most important of these standards are listed addide the obligation to provide Air
New Zealand’s internal and external customers witlonsistently high level of service,
to preserve the best interests of Air New Zealamdita exercise proper constraint when
using ANZ’s resources such as not to waste morggypment or time.

On p.4 of this document, the email and e-net monigopolicy is set out. The section
points out that the internet is becoming an integeat of the job of Air New Zealand

employees, however, these computer resources sweopkn to inappropriate use. It
then cites examples of inappropriate use whichushelbut are not limited to:
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» Accessing or attempting to access prohibited sitesthe purpose of viewing
pornographic or other offensive material;

* Viewing, storing and disseminating pornography amaterial that falls within the
sexual harassment guidelines or is otherwise ceresid to be offensive or
inappropriate;

* Using offensive language in emails;
* Using search engines to search for non-companyéssirelated topics.

The policy then covers inappropriate use of emad the internet which could expose

the company to legal issues and advises staffthigatompany has developed an email
and internet monitoring policy in order to proteélse company’s interests. Finally it

advises that the company has installed a tool whlicbks access to undesirable internet
websites which contain material of an objectionathleme, for example erotica or

pornography, which promotes illegal, immoral or tineal activities and promotes mass
distribution of unsolicited material. The policisa puts staff on notice that email is

randomly screened by the company to ensure thathieing used for proper business
purposes.

Finally, the document advises that the company splem implement an email and
internet monitoring tool which will scan and stfifes found to contain viruses and/or
logic bombs in email attachments and web downloattg attachments of particular
file types from emails, record words used in seawbines, scan outgoing emails for
offensive language and scan and examine localre®eork server user directories for
non work-related files.

Breaches of the Code are viewed seriously and wapgyeopriate are dealt with through
the respondent’s disciplinary procedures.

Conditions of Internet Access This document reads:

Please be aware that Corporate IT implement two oigmt management
processes around the provision of internet access:

* Access to the internet is provided to support imfation gathering, research
and for monitoring suppliers, competitors and nesesvices. In order to
ensure that the amount of use made of the intesregbpropriate, monitoring
of the amount of use individuals make of the irgerm in place, and heavy or
unusual patterns of use of the internet is repottedppropriate managers for
their review.

* Web pages from the internet accessed by userswdoematically stored (or
cached) for a time on Air New Zealand computersorpGrate IT will
therefore from time to time review the materialngeaccessed. Where this
material appears to be inappropriate, and accespeaps to be systematic
rather than accidental, analysis will be undertakem identify the user
accessing this material, and will be reported t@egpriate managers for their
action. Please be aware that this particularly hpp to material of a
pornographic nature.
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Email Policy: This is an extensive document of some 14 pagksvever, the relevant
policy in the context of the current caselLizg in IDs and passwords should not be
disclosed to other parties or included in the conigf the communication

Web Mail: This is a document which sets out the terms @mtitions applying to
employees using Outlook and Korunet which is tiiknai's internal email distribution
system. It reads:

These terms and conditions are a contract betweenand Air New Zealand
Limited. You should read these terms and conditicarefully as they place
certain requirements and liabilities on you. ByngsAir New Zealand Limited’s
systems you acknowledge that you understand andptdbese terms and
conditions.

You are entirely responsible for maintaining thefadentiality of your password
and account. Furthermore, you are entirely resplolesfor any and all activities
that occur under your account. You agree to nofifiy New Zealand Limited
immediately of any unauthorised use of your accamany other breach of
security. Air New Zealand will not be liable fanyaloss that you may incur as a
result of someone else using your password or adcaither with or without
your knowledge. However, you could be held lidbtdosses incurred by Air NZ
or another party due to someone else using youowaticor password. You may
not use anyone else’s account at any time.

A little further down on p 2 of the document, taicy reads:

You agree to use the services only to post, semtraceive messages and
material that are proper. By way of example, and &s a limitation, you agree
that when using an Air NZ site/service, you will:no

» Defame, abuse, harass, stalk, threaten or otherwiskte the legal rights
(such as rights of privacy and publicity) of others

* Publish, post, upload, distribute or disseminatey amappropriate, profane,
defamatory, obscene, indecent or unlawful topic,m@a material or
information.

On p 3 the relevant parts of this policy read:

Air NZ reserves the right to monitor your use o thir NZ sites/services and to
remove any materials in its sole discretion. A# iéserves the right to terminate
your access to any or all of the services at ametiwithout notice, for any reason
whatsoever.

Further down the page, the document reads:
You agree not to:

(@) Select an unsuitable password such as family @estnames, birthdates or
months, sequential numbers, parts of personal belep numbers or other
easily accessible personal data, or number or tettanbinations that may
be easily identified.

(b) Permit any other person to use your password.
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(c) Disclose your password to any other person inclgdiamily members or
those in apparent authority, including Air NZ helesk staff.

(d) Keep a written record of your password.
(e) Leave your computer unattended and logged on teehece.
() Open emails or attachments software from unknowmgnusted sources.

(g) Access the Air NZ sites/services from a PC acdeswbthe general public
(for example in an internet café) unless the PCoistrolled by Air NZ or an
Air NZ partner.

You are responsible for all actions performed usygir user ID regardless of
whether that action is from you or from another smr with or without your
knowledge or consent.

We may suspend or cancel your access to the savaey time by giving notice
to you. If you do not use the service for 12 mgntle may cancel your access to
the service without notice to you.

Disciplinary action — policy and procedures Use of the disciplinary procedures is the
most serious action the company can take in relatoo an employee’s conduct or

performance. The document affirms that where #wdrfor disciplinary action arises,

the company will discipline employees fairly andcmmpliance with legal requirements
and contractual obligations. The document stdtatthe purpose of any disciplinary
procedure is to address:

» A serious performance shortfall;

* An allegation of misconduct (whether or not consideto be in breach of the Code
of Conduct);

* Behaviour that is harmful or potentially harmful &my person or to Air New
Zealand;

» Behaviour that is allegedly in breach of the law.

Further, it makes it clear that disciplinary actisiould be seen as a final resort in
dealing with problems, especially performance-sglaproblems, and that where any
form of disciplinary action needs to be taken, iit e handled as promptly as possible
in the circumstances, impartially, fairly, consrgtg and with an emphasis on resolution
and non-recurrence of the relevant problem. THigysetates that dismissal is regarded
as appropriate only in the most serious of cases ay after the Group General
Manager of the Division and/or the Group Generalndger Human Resources and
Organisational Change have been consulted.

The policy goes on to cite the reasons for disegrly action and the two points most
relevant to this matter are:

» Serious breaches of company policies relating éoube of email and the internet;
particularly matters relating to the accessing aadsmission of pornography and
other offensive material.
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* Undermining the trust and confidence of the empleytmelationship.

In respect of dismissal, the policy states that #ainction, the strongest available to the
company, should be used only after very carefukicaration of alternatives. Then, in
relation to summary (or instant) dismissal, theiggottates this is a dismissal without
notice and should be considered only where thevb@maconcerned is considered to be
so serious that it destroys the very substancleeoéinployment relationship.

In the section headedisciplinary Procedure for Misconduca range of guidelines is
provided to managers dealing with cases of misconddManagers involved in such
investigations are urged to involve the relevantndn Resources Manager at an early
stage, arranging for an appropriate preliminaryestigation which may involve
interviewing individuals or organisations, and anfiework for conducting the initial
interview with the employee. The manager condgdiie interview is tasked with fully
explaining the reasons for the investigation to éngployee and should state that Air
New Zealand views the issue seriously and thatenl#ipg on the seriousness of the
case and the outcome of the investigation, thatiglinary action up to and including
dismissal could result. All relevant informatiomtlgered by the manager is to be
presented to the employee and the employee mugivbe a reasonable opportunity to
comment on the information, explain their case pravide any further information or
opinions that they consider relevant to the cagbe policy urges the interviewer that
the interview should be adjourned as necessargrisider further information or views
put forward by the employee and that in some cistances, further consideration or
investigation may be needed.

Following the preliminary investigation and thetial interview, the manager may be
required to undertake further investigation ancenviews as appropriate. Company
representatives are urged to consider all relevaaters, and to investigate further
where necessary the outcome of any such furthestigation or consideration which
need to be advised to the employee for input amdaeation. In the event that the
manager considers it more likely than not thateaheployee has acted improperly, the
manager should give due consideration to all fachafore establishing the appropriate
action to be taken. Finally, if it is consideréatt disciplinary action is appropriate, the
manager is to advise the employee concerned aad\cleutline the specific reason(s)
for the course of action being taken. The manageally is to give notice of dismissal
or other disciplinary action verbally to the empmeyand in the presence of any
representative they may have chosen to be present.

After notifying the employee verbally, the managerequired to send a letter to the
employee stating:

* The reasons for the investigation;

* The reasons for disciplinary action;

» The type of disciplinary action decided upon;

* The effective date and duration (if any) of thaa@tt
* The consequences of any further breaches;

* Any commitments by the employee to make reparations
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* Follow up action to be taken (if any).

In a section entitledeciding on Appropriate Disciplinary Actiothe document says
that in deciding what disciplinary action to takbe manager must consider the
following: Did the employee act in a way which andered customers, members of the
public, employees or company property? Did théoactause Air New Zealand to be
potentially liable at law? It then lists 12 quess that the manager must consider. The
ones relevant particularly in the context of trase are:

* What were the costs or potential costs to the commud the employee’s action?
Did the employee act in a way that contravenedrciestructions or company
policies and procedures?

* What explanation was given by the employee? Weasagonable?

« What are the employee’s length of service and previwork and behaviour
records? Have there previously been negative t€poHave there been positive
reports?

* Is there a belief that the employee has been dedtoin their actions or
explanations? What is the evidence to supporttibkef?

» Has this type of incident happened elsewhere ictmepany? How was it handled?
What was the outcome and penalty?

* What will be the effect on morale if adequate difnary action is not taken? Will
it weaken the authority of management or supemisiod make it more likely for
this type of incident to occur in the future?

Is the proposed disciplinary action excessive enghrticular circumstances?

The issues

[12] In order to determine this matter, the Authorityeguired to answer the following questions:

* Did the actions of each of the applicants reliecdogrAir New Zealand amount to serious
misconduct?

* Was the decision of Air New Zealand to dismiss eafdine applicants justifiable in all the
circumstances?

* What, if any, remedies are due to the applicanthénevent they are successful in their
claims?

The respondent’s investigation

[13] On 28 October 2004, Mr Mangos commenced the coywpdormal investigation and
interviewed Mr Bisson. Mr Mangos was accompanigdMs Richard Motet, a human resources
adviser who had assisted in the preliminary aspefctbe investigation. Mr Motet attended the
investigation and disciplinary meetings involvingch applicant. The remaining three applicants
were interviewed on 29 October 2004.
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[14] Mr Bisson was accompanied by Mr Lance McKay, a@ebinion delegate, and by Mr Ken
Campbell, a colleague.

[15] Mr McKay alone attended the initial formal meetinggh Messrs Gardner, Cameron and
King.

[16] The format followed in each meeting was similarhaNr Motet providing the applicants with
company policy documents; the Code of ConductQbeditions of Internet Access, Web-mail, the
IT Strategy and Architecture and the Staff Updasaieéd on 6 September 2004. Mr Motet referred
each applicant to what the respondent’s minutes tefaghe relevant areas of each document

Mr Bisson

[17] Mr Bisson, at the relevant time, was employed g Muarshalling Stores and was responsible
for bringing together packages of parts or itemssitheduled maintenance and refit work on an
aircraft prior to its arrival. On receiving a ligenerated by the planning section, it was his
responsibility, along with others, to source theessary parts and physically bring the packages
together to enable the aircraft engineers to comaplee particular task. As parts arrived, theyewver
logged onto the system and as they were issuedatttisvas also recorded along with the particular
job and the aircraft to which they were allocated.

[18] When an aircraft engineer is appointed to underéagarticular task, he or she would present
the storeman with a service order and either theestan would enter the relevant data and direct
the engineer to where the packaged parts aretematively the engineer would enter his or her
own details on the computer and take the packdyeBisson says an engineer would perform this
function himself if the storeperson was not presart they needed the package. As a charge hand,
Mr Bisson was frequently involved in attending nieg$ with the planners and others. These
meetings were held away from the marshalling stoehis usual area of work.

[19] Returning to the meeting on 28 October 2004, Mis@&issays the meeting was opened by
Mr Mangos who pointed out it was a formal meetimgl #hat they were dealing with an issue of
serious misconduct, the outcome of which could lghang from a warning up to and including a
dismissal. The applicant then goes on to say dhdhat point, Mr Motet took over running the
meeting and that he was givarwhole lot of company policies and asked if he swaare of them

Mr Bisson said that he was not familiar with anytbém. This is confirmed by the minutes
prepared by the respondent.

[20] Mr Bisson then went through each site category ahdsed that he had not visited any of
them. The applicant then read from a statemertdaeprepared which stated that after receiving
the company’s letter of 20 October 2004, he hadhgéd his password and advised his staff to do
the same. In the course of discussions, a Mr S#tarshall, another storeman, said that engineers
were regularly on the applicant’'s computer and saBMson says he removed his handwritten log
ons and passwords from his desk. He also poiniethat over a particular month the company had
23 apprentices each serving one week in the méirghatore for training in the stores procedure,
none of whom had been issued with log ons or passwvo Mr Bisson says that he had no
alternative but to allow them to use his passwaordi lag on. Further, the applicant said that it was
necessary for engineers to have open access todtshalling stores area 24 hours a day seven days
a week in order to complete aircraft engineeringkwon time. It is also clear that Mr Bisson
challenged the amount of time he allegedly spertherinternet saying that he would not spend 30
minutes a week on the internet and certainly naxcess of 38 hours over the period in question.
Mr Bisson also referred to a French national seedrd the respondent from New Caledonia for a
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period of five months for training in stores anddarn English. Again, he says, he provided his lo
on and password for the trainee’s use.

[21] Mr Bisson repeated that he had not spent time emsites and confirmed that he had given out
his log in and password in order to facilitate tipeerations of the business. Mr Motet reminded the
applicant of the policy stating that users areyfodisponsible for all activities under their usane
and password. Mr Motet asked Mr Bisson how thessiime to be recorded, sayllmipn, are you
saying it is not you? Mr Bisson advised that 90% of the activity on thiee was not his.
Mr Campbell then said that he could confirm thigl air Motet asked Mr Campbell if he had
observed the sharing of log ins and passwords, yad failed to act upon it. Mr McKay
suggested that the biggest failing was that theay thaget around systems in order to get things
done.

[22] The matter of receiving and forwarding emails wagefly discussed and the applicant
acknowledged he sometimes forwarded. He refemrdds evidence to them @ske emails that |
did not consider to be inappropriate and that sames | forwarded them to otherdVir Bisson
says he was given the opportunity to bring in frohthe meeting any other matters. However, he
said there were none and when asked whether hevbdlhe had had a fair opportunity to give his
explanation, agreed that he had. The meeting adadlat that point.

Mr Gardner

[23] Mr Gardner was employed by the respondent in thali®® Store which deals with repairable
and serviceable parts. They are taken out whey tieed servicing or repairing and then re-
installed in the aircraft following service. Theot@ble Store also deals with extruded items,
customer-owned spares and dangerous goods.

[24] This meeting began very much as the one with Med@iswith Mr Motet tabling company
policy documents and asking Mr Gardner if he wamiliar with them. Mr Gardner told the
meeting that he had been shown the policies thatingp

[25] When invited by Mr Motet to comment on the sitesiteid, Mr Gardner said he recognised
some but not all sites and when asked to accoutihéonumber of sites visited, Mr Gardner advised
that a considerable number of people had accdss fog in and H drive, including leading hands
and staff from Avionics. Mr Gardner also advisedtthe had been asked to give his log on to
trainees by a leading hand and gave the name plfethding hand to Mr Mangos. He also said that
on occasions he had returned to his work statiah faond sites on his screen that he had not
accessed. Mr Gardner said he did not keep a wrigeord of his password but also said that he had
not seen or signed off on any company policiesrdigg inappropriate use of internet and email
facilities. He added that his password had beeangout to ease the workload during times of high
pressure. This is consistent with his evidencenagethe Authority where he saps far as | know,
the practice of leaving terminals open and allowgrgineers to log parts out of the system was
known to the local management and condoned andpsexte | have certainly not been aware that it
is a breach of policies or accepted practice.

[26] Mr Mangos also asked Mr Gardner whether he hadrsisgel any unauthorised use of the
internet and Mr Gardner replied that he had briaefig gave examples of people playing games or
looking atTrade Me

[27] Mr McKay suggested that Mr Gardner may not haveiwet the Internet Staff Updates on
their obligations relating to web mail and interose.
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[28] In reply to a question from Mr Gardner, Mr Mangodviged that the company had a
benchmark on costs of email and internet use laitithmay be more important to review overall
usage patterns and contents of sites visited. isBue of trust, he said, played a significant role.

[29] Similar to the earlier meeting, Mr Motet asked if @ardner and Mr McKay had any other
matters they wished to raise and as there were, milotet asked Mr Gardner if he had had a fair
chance to present his explanation and Mr Gardnefirozed this was the case. The meeting then
closed.

Mr Cameron

[30] Mr Cameron was employed as a storeman in the Ro&tbre. The meeting began as did the
others with Mr Mangos cautioning the applicant abitve seriousness of the matter and that the
investigation was taking place in the context afaes misconduct which may result in disciplinary
action up to and including summary dismissal. Ashwhe earlier meetings, Mr Motet tabled the
company policies and asked Mr Cameron whether sefarailiar with them. Mr Cameron advised
he was not aware of the policy or of Korunet othef staff advice email dated 6 September 2002 or
of such notices posted on the noticeboard.

[31] Mr Motet asked Mr Cameron to comment on the amodfitime he had spent on the internet
and the contents of some of the sites accessedCalheron said he was shocked at the adult/
sexually explicit sites listed in the report anddghat he looked at sites regarding hot rods aml t
sometimes led to inappropriate sites. Howeverhaf accessed these inadvertently, he exited
promptly. The applicant acknowledged that he spgite a lot of time on the internet and had
browsed on banking sites and had looked at lingsties as possible presents for his wife.
Mr Motet asked why these sites appeared on his ad&® Mr Cameron said it was the engineers
who were doing this while he was away from his wstdktion, confirming he had shared his log in
and password as he was under pressure to perfermiuties, particularly at nights. He accepted
that at times he left his work station computerrope

[32] Mr Cameron said he usually browsed during quietoplsror during breaks. Mr Motet asked
if he had received any instructions to give hisspasd to others and Mr Cameron said he had not
been instructed to do this.

[33] Mr Cameron said that earlier warnings would havenbappropriate regarding his use of the
internet and would have prevented him by alertiregapplicant to usage patterns.

[34] Mr Motet asked the applicant if he had any othettena he wished to raise at the meeting and
Mr Cameron said there were none. Mr Motet askedChlineron if he felt he had had a fair
opportunity to present his explanation and Mr Cameawonfirmed this was so.

[35] In his evidence before the Authority, Mr Cameroid shat Mr Motet had asked if stores
people had access to his log in and password atchéhhad replied no. He said that they would
have had their own computers. However, enginegasalscess to both his log in and password.

Mr King

[36] This applicant was employed in the Marshalling &wwhen he rejoined Air New Zealand and
in evidence said thaturing the first three to four weeks their IT degpaent could not supply me

with the appropriate access to programmes to cawy my task so | was given Murray Bedford’s
log on initially and was then requested to stainhgsmy leading hand’s log on until mine could be
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established. During this period Murray (Bedforgkad me to transfer to the Rotable Store where |
continued working until my dismissal

[37] Again, the meeting began with Mr Mangos issuingaation as to the seriousness of the
matter and the possibility of disciplinary actigm to and including summary dismissal.

[38] Again, Mr Motet tabled the company policies andeasiMr King whether he was familiar
with them. Mr King’s response appears to have libatbcommonsense appliegifter explaining

to the applicant how the hourly rate was calculaddMotet told Mr King that high personal use
and the contents of the sites visited were of paldr concern to the company and invited Mr King
to comment on the sites recorded in his IUR. Mrgsaid that a number of sites did niag a bell
with him but that some sites may have been visitht. Motet advised that all sites visited were
under Mr King’s user ID and either attempting tdegror actually entering unauthorised sites was
not acceptable.

[39] Mr Motet then asked Mr King if he had given othéis log in and password and Mr King
said that in order to facilitate issuing of panmsi dusiness continuity, he had done this. He that

it was not common for him to give out his passwexdept to engineers. He also accepted that he
usually left his computer logged on and confirmiedt tno store staff had access to his log in and
password.

[40] Mr Mangos asked if the hits were Mr King and heremkledged that they were but he said he
would need the time of day to be clarified. Mr gialso said he was aggrieved that the use of
internet was hardly monitored, despite what wassein the Code of Conduct. He expressed the
view that it was up to management to bring ovetos&taff attention early on. Mr Mangos replied
that no monitoring should be necessary and thatuséed members of his team to behave in a way
that reflected his confidence in them.

[41] The minutes record that Mr King handed a referénoen a fellow employee commending

Mr King’s work habits to the company representativdr Motet asked Mr King whether he had

other points he wished to bring to the attentionhef meeting and Mr King confirmed that he had
not. Mr Motet asked Mr King if he felt he had hadiair opportunity to put his explanation forward
and Mr King confirmed that this was so. The megtiras then closed.

[42] For the record, each set of minutes prepared byesondent carries the annotatMimutes
taken by TM on 28 October and collated by RM ormotdber 2004.This is somewhat puzzling
since only Mr Bisson was interviewed on 28 Octadned the other three applicants on 29 October.
It does, however, confirm that Mr Mangos, as semba@cutive present, was taking minutes at each
of the meetings.

[43] The company representatives met with Mr Bisson,Qdrdner and Mr Cameron again on
19 November 2004 and with Mr King on 22 Novemb@0£ The purpose of the meetings was to
provide each of the applicants with any furtherlarptions regarding matters each of them had
raised in the previous formal investigation meetin@rious issues were discussed with each of the
applicants and their representative, and the cognien prepared a written response to each of the
matters raised by each of the applicants or Mr MciRahose meetings.

[44] The issues raised by each applicant were itemisdd-esponded to in a document prepared
for each applicant and presented to them at thetimgseconvened by the respondent on 26
November 2004.
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The final meetings

[45] On 26 November 2004, the respondent’s represeegativet with each applicant to provide
feedback from the earlier meetings and to delitsedécisions.

John Bisson

[46] During the investigation, Mr Bisson had noted that of the 120 days of the review period,
only 13 days showed hits under his log in and passwThe company’s response was that his IUR
showed heavy activity throughout the review perioflhat activity was almost exclusively not
work-related with a considerable percentage of sEteing to sites containing offensive material,
whether endeavoured to be accessed or actuallgsente

[47] Mr Bisson advised that he would occasionally reeaiternet joke material which was not
hard core giving the example of girls with big boso He said that if they were humorous, he
would flick them on. The company’s response was the email policy specifically prohibited the
transmission of inappropriate material and thatBiéson’s example was considered to be offensive
material.

[48] Mr Bisson had denied seeing pictures coming up leadinever had porn pictures come up.
Occasionally he would get the Access Denied scrddre company’s response was that given the
large number of sites either endeavoured to besaedeor actually visited, it did not find
Mr Bisson’s explanation credible.

[49] Mr Bisson, in a statement made to the respondeepsesentatives, pointed out that had he
received a warning under the termsl@fels of disciplinary action — policy and procedsgrhe
would have taken immediate action that would haselved the problem. The company’s response
acknowledged Mr Bisson’s long service with the camp and that there were no concerns in
respect of his work performance. However, gives leingth of service, it was expected that
Mr Bisson would understand the company’'s expeatatiof behaviour and conduct himself
accordingly.

[50] Mr McKay had stated that the biggest problem waabdishing what Mr Bisson actually
accessed compared with other sites visited duriedolg on. Mr Bisson had indicated his log on
details were up on the wall adjacent to his compuléhe company’s response was that sharing of
passwords is in direct violation of company pobhelyich specifically prohibits the practice and that
Mr Bisson was responsible for all actions perfornusthg his user ID regardless of whether that
action was from him or from another person withwthout knowledge or consent from Mr Bisson.

[51] Mr Mangos then read the following statement:

| have found you have spent excessive time omtdet accessing internet sites,
during work time and using company computer equiptme

The nature of many of the sites you accessedtempted to access, was totally
inappropriate as we recounted to you examples &®ualection of these sites.

Your action in sharing your password is a direcblation of company policy
which specifically prohibits this practice.

| believe your actions are totally unacceptable daVve breached the trust and
confidence necessary in the employment relationship
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| find these factors taken both separately andamisination amount to serious
misconduct.

Given my findings of serious misconduct | have degtiyou will be summarily
dismissed from employment, effective today.

| will follow this up with a letter.

Mr Gardner

[52] After clarification of some issues relating to miesiof earlier meetings, Mr Gardner said that
he did not recognise any of the sites sampled bydiet as part of the company’s investigation.
The company replied that, given the large numbesitet visited, that it did not find the explanatio
credible. He did not accept that Mr Gardner did rezognise or recall either endeavouring to
access or having actually accessed any of the sites

[53] Mr Gardner had stated he did not recognise or wtaled the sites reflected against his user
profile and that he did not have a clue what theyew He had gone to a friend’s house to sample
some of the sites but had said he did not recogh&®. Mr Gardner said he had not accessed any
pornographic sites and was bewildered by the nunabesites reflected in the report. The
company’s response was that, given the large nuwibgies visited, that the explanation was not
credible. It also noted that Mr Gardner had shdredpasswords and that he remained fully
accountable for all actions performed using hig Ui3gegardless of whether that action was by him
or by another person. The company made it cleat tie policy was and it required individuals to
take all possible care to prevent a password fremgodisclosed to anyone else.

[54] At the conclusion of this interchange, Mr Mangoad@ statement identical to the one quoted
above.

Mr Cameron

[55] Mr Cameron had stated that he had not accessadssit@ut in the sample, saying he did not
recall the sites and stating there was no way heldvbe looking at images of males. He had
claimed these and the other offensive sites wetehsoresult of his actions and that it must have
been engineers who had access to his passwordcohimgany’s response was that policy prohibits
employees giving passwords to others and that Mné€an remained fully accountable for all
actions performed under his user ID.

[56] Mr Cameron had told the company that he recogneseuirticular site classified as adult/
sexually explicit and had told the company this veablocked site. He accepted also that he
recognised the lingerie site which he visited wHdeking at possible gifts for his wife. The
company responded by saying that, given the langaber of sites either endeavoured to be
accessed or actually visited, it did not find higlanation credible and did not accept that
Mr Cameron recognised only one or two of the sesrded in his IUR.

[57] Mr Cameron asked why he had not received a verbaiing from Mr Mangos in terms of the
disciplinary policy and the company responded byingathat its policy clearly indicated that
employees whose actions comprise serious miscorafteat investigation, will face disciplinary
action up to and including dismissal.
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[58] Mr Cameron had said that if the total internet tireeorded was divided by the number of
working days, this would amount to around 30 misudeday which was well within the time
allocated for breaks in the course of the day. ddrapany said that it recognised the occasional use
of internet/email services for personal use, whiets acceptable provided such personal use was in
accordance with company policies. It found Mr Cemnés usage to be in clear breach of the policy
as this refers to the number of sites containiragpmopriate material. Further, it pointed out that
the company’s computer facility is not a recreagidacility.

[59] At the conclusion of this feedback, Mr Mangos agegad to Mr Cameron the company’s
conclusions which are identical to the documetaeidcabove in relation to Mr Bisson.

Mr King

[60] In the course of the investigation, Mr King hadtstl that some of the sites were familiar to
him but some he did not recognise. He had askedhi times he had visited the sites to be
provided and the company provided a more detailatqut. Mr King had indicated that he did
recall looking at adult dating sites and that he lomked at naked women on the computer system.
The company responded by saying that it did nat r King’s explanations credible and pointing
out that he was accountable for all actions peréatrmasing his user ID regardless of whether that
action was by him or by another person with or withhis knowledge or consent.

[61] Mr King had advised the company he had given hssward to certain engineers to allow for
the flow of work to continue and keep the Rotaltler& open when he was not present at his work
station. The company reiterated its policy thatpkyees were not to give their passwords to
others, stating that the practice was specificphighibited. In response to Mr King’s expressed
view that people may be accessing sites in dowa tien there was no work tasks to be done, the
company reiterated its view that its IT system wed a recreational facility. It found that
Mr King’s usage was in breach of policy in respafcthe high level of personal usage together with
the number of sites recorded containing inappropnaaterial.

[62] Again, the meeting concluded with Mr Mangos readiogn a document similar to that read
to the other three applicants.

[63] All four applicants received a letter directed t®it home addressed dated 26 November

2004. Except for the names of the addresseeshandpersonal addresses, the letters are identical.
It is set out below.

Dear ...

This is to confirm my verbal notification that yoamployment with Air New
Zealand Limited was summarily terminated on 26 N 2004.

A copy of the written notes | referred to at thaeting are attached. These notes
contain the detail of the company’s consideratibgaur explanation.

The reasons for your termination are:

1. The time spent on the internet during working tiime non work-related
purposes.

2. The nature and content of the sites visited.

3. Your claim of sharing your user ID and password.
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You had an opportunity to explain your actions &etngs held on 28 October
2004, and again on 17 November 2004. These exjuauisehave been thoroughly
considered and | do not believe your explanatioesevacceptable.

| formed the view that these actions comprisedosisrimisconduct. As a result of
your actions, | have terminated your employmemtcéitfe 26 November 2004.

Final instructions in respect of termination adnsimation are to be forwarded to
you.

Yours sincerely,

Terry Mangos
Logistics and Inventory Manager

The Authority’s investigation meeting

[64] The Authority was assisted by evidence from the fplicants; Mr John Kay, the Union’s
delegate for the Stores personnel and traineeswdral attended the final meetings with the
applicants; Mr Michael Camp, an aircraft enginddr; Stephen Tippet, a team leader; Mr Evan
Belworthy, a production leader; and Mr Jason Turaebusiness process analyst. All were, at the
relevant time, employees of Air New Zealand.

[65] For the respondent, the Authority heard evidenoemfMr Mangos, Mr Motet and Mr Scott
Forrest, a team leader from Gen-i.

[66] | record the Authority’s appreciation of the thoghuand detailed preparation undertaken by
counsel, Mr Little, Mr Kiely and Mr Erickson.

[67] In the course of the investigation meeting, a nunabeelevant issues came into clearer focus
as a result of questioning by the Authority andrsal. Mr Kay gave evidence of the widespread
practice of sharing passwords and supported thderge with signed statements from 186 staff
who said they had either used another employeg ®itoand password or shared their log on and
password with other employees, or both. These deats dated 6 December 2004 were not
available to the respondent during its investigafoocess. It reflected a very disturbing practice
within the Christchurch Engineering operation.

[68] The applicants and their withesses confirmed thidespread practice, several stating that
they had been instructed by team leaders to usteeéme leader’s log on and password. Mr King's
evidence was:

Upon rejoining Air New Zealand | worked in the Maadling Store. During the
first 3-4 weeks their IT department could not sypmie with the appropriate
access to programmes to carry out my tasks so lgiven Murray Bedford’s long
on initially, and then was requested to start usimyg leading hand’s log on until
mine could be established.

[69] In reply to questions from the Authority, Mr Kirsgated that Mr Bedford gave him his log on
details and later instructed Mr King to use thahisfleading hand.

[70] Mr Bisson’s evidence was that he had his accessrnvdtion written down next to his
computer to enable his own staff and engineersotoce essential parts in his absence. The
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Marshalling Store has amasy issue areavhich contains stock covering some 2,000 general
hardware items and engineers are able to draw tih@stock as it is needed usisign computers —
that is, computers loaded with only the softwareessary for this task. This applicant pointed out
that engineers do not have access to the othesssfanctions undertaken by the applicants nor
access to other sections of the SAP programme eWience was that his tasks frequently took him
away from his work station and he, like his fellapplicants, took steps to enable engineers to book
out parts other than those held in the easy acgess

[71] Mr Bisson also confirmed that at one time 23 apiitea were posted to Stores for a week’s
induction training and none had log ons or passweahe provided them with his own. Further,
he confirmed that during the period in questiorvig€Caunes, a trainee from New Caledonia, used
his access data and visited travel and dating. sk&sBisson also clarified a statement he made in
the course of the investigation by the company. hkl@ said to Mr Motet90% of this is not mine
He said in evidence that he was referring to thal toiternet report, not the two pages of
pornographic sites.

[72] Each of the applicants testified that he had hatbmoal training in the computer systems but
had been taught by fellow stores employees. Ea&ched he had seen the respondent’s policy
documents until they were given to them at thet fimal meeting when Mr Motet drew his
attention to the relevant passages. Each applicéahtthe Authority that before having internet
access installed on his work station, he had redeno induction of any kind as to its proper use.

[73] All of the applicants admitted some personal-irgergse of the internet in relation to such
information as motor racing, news, motor vehicleglebrities, banking, games, cameras,
photography, vineyards and sport. Mr King admittedvisited dating sites as at the time he aras
his own Mr Cameron said he had visited lingerie sitesearch of gifts for his wife and that on
occasions linked offensiveop upsites would come up on screen and he would déieta. Each
applicant denied he had personally and intentignadited adult/sexually explicit sites.

[74] The evidence of Mr Tippet was invaluable as it@étprocess issues within the Christchurch
Engineering operation in relation to granting oftrewity and access or IT applications and
transactions. His evidence was that he, with MisBn, was a member of the Materials Focal
Team. He said:

The team’s objective is to implement improvemeetated to the supply of
materials to production that increased productiuity reducing inefficiencies and
frustrations. In the past, the Materials Focal Teahas introduced some
initiatives that have required the charge storemarthe marshalling store to
perform new functions within the ANZEF businesgesys CERES. In some
cases, these new functions have required acces$P tapplications and
transactions that are only available to the chargfereman. When Mr John
Bisson, as the charge storeman, has not been &, \w duties have been passed
on to other marshalling store staff to perform iis labsence. Because these
storemen have not have access to appropriate ITiGghions and transactions,
they have used John Bisson’s log on and passwooddier to perform his duties.
An example of this happening relates to a probleenwere having in aircraft
maintenance last year with the inability to, witltERES, credit inventory back
into the warehouse that had been purchased “ditegbb” but not used during
the maintenance visit. The problem was addresyetid Materials Focal Team
and a simple remedy was found which required tleeafis transaction that only
the charge storeman had access to. While JohroBigserformed the bulk of this
work, there were times when he was not at workathdr marshalling store staff
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performed this function in his absence. Becausy thd not have access in
CERES of a charge storeman, they used John Biskmgntn and password.

Ordinarily if the function needed to be performsgdamother staff member in John
Bisson’s absence, then they should be granted tioesa to the transaction.
However, it should be noted that the process dfngea person access in CERES
for specific transactions that are outside the sa@p their normal position has
not been timely in the past nor has the temporatyne of the access suited the
operations of the relevant department. It can taketo three weeks to get an
application for IT access processed and often #eess is only given for a short
period of time which means that access may nebd tepeatedly requested. The
user often requires the access immediately asdheglready doing the job. Itis
highly probable that this lack of timeliness and temporary nature of the access
contributed to the practice of sharing log on arasgword information.

In my observation, this practice of sharing log cmsd passwords has been
occurring reasonably frequently in Christchurch aaft maintenance. As the
“informal business systems support expert” | among with another staff

member who works for me, often approached to agsigple in getting access to
IT applications and transactions. In many casés, request to us is only made
after a period of time in which that person haseally been performing their
tasks using another staff member’s log on/password.

It is highly likely that John Bisson, like many pkEonin Christchurch aircraft
maintenance, was not aware that the LAN accouness@nd CERES access
were in fact different and, like a lot of peoplee had set up the same log
on/passwords for these. The risk here is thatGERES log on/password is being
shared, the person receiving it can also get actegke owner's LAN account
which includes their personal folders, files, enaaitl internet.

[75] At the investigation meeting, when questioned bg #huthority, Mr Tippet made the
observation that in his view the applicants’ untierding of information technology was basic as
distinct from his own, as his role as the busingssess analyst for the Christchurch Aircraft
Maintenance Unit requires extensive and detailederstanding of the systems in place and how
they might best be modified to ensure greateriefies.

[76] The respondent presented to the Authority a coraidie amount of complex yet essential
documentation. The Authority was particularly at=il by the evidence of Mr Forrest who detailed
the process underpinning the respondent’s inteeveéw and the checks that were made to ensure
the final IURs were accurate.

[77] Other documents presented to the Authority foriritestigation were the policy documents
referred to earlier in this determination and atsmumber of updates posted on Korunet, the
company’s internal electronic communication system.

[78] In his evidence, Mr Mangos makes it clear thatrétspondent has in place detailed policies
and procedures relating to computer and internet l$e does not accept that the applicants were
not made aware of policies relating to email artdrimet usage. He goes on to say that all of Air
New Zealand’s employment policies can be accessedgh the employee intranet (also known as
Korunet) to which all four applicants had accedse saysemployees are required to regularly
access the Korunet for various reasons, for exartplead the weekly bulletins given by Air New
Zealand’s Chief Executive Officer. A link to Aiew Zealand's “HR On-line” where company
policies can all be accessed is clearly visibleloafront page of the Korunet.
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[79] Mr Mangos also stated that employees are regularlyinded about policies and cites an
email he sent on 28 November 2001 to a numberadff\stthin the Engineering Division including
the first, second and third applicants, drawingirtletention to email and internet policies.
Mr Mangos accepts that Mr King did not receive &meail as he was not at that time within the
Engineering Support Services Support Team. Furtieepoints out that other regular notices are
also sent to employees drawing their attentiorheodontent of particular policies and he cites an
email sent to staff in February 2002 which cleadferred to passages in the company’s Human
Resources Policy Manual. He is of the view thhbhthe four applicants would have received that
email. Again he refers to another update sentepte&nber 2002 reminding all employees of the
guidelines relating to computer use. He goes osatothat updates are emailed to all staff with
computer access, which included the four applicaartd hard copy versions are placed prominently
on all employee noticeboards.

[80] Mr Mangos also stated that at meetings held in M&@04 in Christchurch to discuss the
results of a Gallup Poll conducted by the companiaie 2003, the company took the opportunity
to table the reasons for the dismissal of a stonemaheir Wellington operation. He saffsse
meetings were attended by all the Christchurch rewying base staff members in my team
including the four applicants He goes on to sain the light of this, | am extremely surprised that
the applicants now say they did not know it wageath of Air New Zealand’s policy to access
inappropriate or offensive material using Air Newafand’s computer facilities

[81] In relation to the sharing of log in and passwoethds, Mr Mangos said that he categorically
refuted that it was necessary for employees toeslogr on IDs and passwords. Further, he said he
did not consider it necessary for engineers to Hawavledge of a storeman’s log on ID and
password as engineers have their own log on whietbles them to access the stock data view
programme which allows engineers to view the partstock and the availability of parts and to
determine where they are. He s#yis entirely unnecessary for the engineers téaict access the
stores system to carry this out

[82] Mr Mangos gave evidence as to the events at eatcheomeetings held with each of the
applicants. He sayRichard Motet took detailed notes of what was dised[sic] in those
meetings. These were later reduced to a set efdtymtes. This is consistent with Mr Motet’s
evidence which saythe content of the discussions at the formal mgetis as recorded in the typed
notes which were derived from written notes takemee at the timeHowever, as noted above, the
evidence of both witnesses is in contrast to tieénfote on each of the typed minutes stafimigutes
taken by TMTerry Mangos]on 28 October and collated by RRichard Motetjon 1 November
2004 Mr Mangos made it clear to the Authority thatviis he and he alone who was responsible
for making the decisions in relation to the foupkgants and that the role of Mr Motet was that of
an adviser.

[83] In answer to questions Mr Mangos conceded that && not aware that any manager had
drawn the relevant policy documents to the apptgarttention. He also conceded on the issue of
contract, that he wasinaware whether the respondent was providing the applicginécy
documents to staff at the time IT access is granddMangos confirmed that access to the internet
was through the applicants’ direct line managera@iddot accept that there was a low threshold for
access to the company’'s IT systems. When askedhemée had enquired on whether the
applicants had been inducted at the time of adoeisg) granted, Mr Mangos replied that he did not
enquire on that point. Finally, Mr Mangos accepthdt prior to the first formal meeting the
respondent had had no knowledge of the sharingedwords. When asked what steps were taken
to investigate the issue of shared passwords Mrjgameplied that he did not investigate this. In
particular he did not investigate the informatioroypded by Mr Bisson that Elvis Caunes had
accessed his log on and passwords for a considegpalli of the period in question.
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[84] In his evidence, Mr Motet concentrated initiallg the range of documents relevant to the
matter at hand which have been noted earlier i\ dietermination. He pointed out that the IT
Strategy Architecture policy provided that emplaysleould not disclose their user ID or password
to any other persan The witness then went on to direct the Authoritythe Disciplinary Action-
Policy and Procedures document. Mr Motet covelrexl grocess of the review of internet use
including his examination of a number of the wedssiisted in the IURs. He sayhje to the sheer
volume, it was not possible for me to examine esergle site that was listed as adult/sexually
explicit He then provided the Authority with a range dks he sampled from each of the
applicants’ IUR.

[85] An issue which arose in the course of the investiganeeting was which of the respondent’s
representatives took the leading role in the ingaibn and disciplinary meetings. The applicants
took the firm view that Mr Motet was in fact contiog the meetings and that Mr Mangos was
working under his instructions. Mr Bisson sayst ttedlowing the introduction to his meeting on
28 October 2004, Mr Motet took over running the timge Mr King gave evidence which also
indicates that at his meeting on 29 October 2004Mdtet was the predominant participant for the
respondent after Mr Mangos had introduced the megedind issued the warning about serious
misconduct and the possibility of dismissal. Thielence of Mr Cameron is similar.

[86] In his written evidence, Mr Motet says in relatimnMr Bisson that he did not consider he
took over the running of the meeting but that hetwikrough the various policies. In response to
Mr King’s evidence, Mr Motet said he was unsure tng@icy Mr King believes heushed oveand
says that he did not deliberately seek to downplayaspects of the policy but simply highlighting
what he thought were the most relevant areas éomtatter in hand.

[87] In the course of the investigation, the notes takeMr King's representatives at the meeting
of 26 November 2004 were put before the Authoritfhese notes are of interest in that they
indicate that the meeting was largely conductedMisyMotet and that it was he who refused to
consider new information prior to Mr King’s dismads | set them out below:

26-11-04 9:45

ANZES MEETING  Terry Mangos
Richard Motet
John (delegate)
Martin King
Nicky Young

NY Has Martin been informed that this is an invggtory or disciplinary meeting?
RM Lance has been informed that this is a discgplirprocess.

NY We believe that we have more information ta.dBabrielle [Moore] can offer intimate
[sic] information on Monday.

RM We have been over this matter at last meeting.

NY No we haven’t. This is new meeting, this is Jotn Bisson, this is Martin King.
Separate meeting. Would continue to raise theseess

RM Indicates to TM to begin.

TM Starts reading reports/decision in front of hinConcludes that nature and use of
internet inappropriate serious misconduct, sumnuisynissal today will be followed up
in writing.

NY Would like to raise some concerns that we have.

RM Covered that. Put your concerns in writing.
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NY Don't believe we have — did Air NZ have softwiar@lace to prevent inappropriate
use?

RM Super scout software.

NY How were these sites accessed if software lied®al

RM Raise that concern in writing. It is disadvaggaus for your member now and we don’t
wish to discuss it. We have reached a conclusion.

NY We believe we have information further to thigstigation. We would expect a fair
and reasonable employer to adjourn to consider. this

RM Put it in writing.

* Fire alarm sounds. Discussion on whether to esde, just about to leave room and it

stopped.

RM Use your organisation to gather this informatidram not your secretary.

NY For the sake of our members and yourselves d tedighlight to you our areas of
concern, offer further information and ask for ¢faxation. Irresponsible not to.

RM Meeting is closed.

John (delegate) requests notes and asks was tigateto dismiss Terry’s.
RM Yes. Meeting closed.

NY Offer of industrial chaplain extended to Martin?

Martin No thank you.

RM Wait for Murray downstairs who will handle ibfn here.

[88] For the sake of the record it needs to be ackn@mel@dhat the company says that it never
received any further information.

[89] Two other matters which emerged in the course efitlrestigation meeting are significant.
When the Authority put to Mr Mangos the proposittbat there was inconsistency of expression in
the policy documents relating to internet and webuose, the witness agrees that this was so.

[90] The second matter relates to the evidence of MeMatrelation to the minutes of the Martin
King dismissal meeting taken by Nicky Young. Mr tdf) under questioning, said in respect of the
adjournment requested by Nicky — he had no reas@djourn and recommended to Mr Mangos
that they proceed. The other is in relation to diemissal procedures set out in the company’s
policy document which requires the company’s regmegives to consider all alternatives short of
dismissal. When asked what alternatives had beesidered, Mr Motet saithe misconduct was
so severe they could not go back to the workplace

[91] Another issue firmly presented by Mr Motet in higdence was that examination of the
individual IURs established a pattern for each igppk in terms of specific taste in material.

Discussion and analysis

[92] The kernel of this case is the respondent’s findirag each applicant breached the company’s
policies so seriously that the company had norstére but to dismiss them.

[93] In defending its decision, the respondent facesessignificant difficulties. One is its failure
to fully investigate the extent to which sharinglof ons and passwords or the leaving work
stations open prevailed in this workplace at theeti The Authority accepts Mr Mangos’ evidence
that the practice is not condoned, but faces ttieulty that evidence of the local logistics maeag
giving his own access details to Mr King when heired the company was not contradicted at any
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stage. All four applicants, in the course of thepondent’s investigation meetings, clearly stated
that they had given others their passwords for aifmeral reasons and several indicated that at
various stages they had been instructed to shsrenfbrmation with others in the workplace.

[94] Each applicant denied personally accessing thet/aexlially explicit sites and made it clear

that in the course of the respondent’s investigatiat the practice of sharing access information
was widespread. In this set of circumstances,etlan be no certainty that each applicant
personally accessed all or any of the explicitssiieund on their IURs. | accept Mr Mangos’

evidence that he found the explanations proffergdebch of the applicants to be incredible
however, had he and Mr Motet fully probed the ektdriog on and password disclosure, | think it

fair to say he may have found the applicants’ degenore believable.

[95] To be clear, the Authority is in no better posititran the respondent to determine whiCH
sites were personally accessed by the applicadtsvhith were accessed by others. It is clear from
the evidence of Mr Bisson, that at least 24 pebplbaccess at some time to his log on details.

[96] The Authority accepts the accuracy of the IURsitigkthe applicants’ access details to the
sites visited and but for the widespread dissenanadf those details, would find each applicant
had personally visited the listed sites. In thistéance, it is simply unsafe to conclude that esiteh
listed on the individual IUR was in fact accessgdhe applicant in question.

[97] The Authority accepts that at the time and on #ue fof the evidence provided by the IURs
Mr Mangos found the explanations proffered by i fapplicants asot credible That judgement
could have been made only after fully investigating information provided by the applicants in
respect of access misuse and verification, or watiser of each applicant’s claim that he had seen
for the first time the documents explained by Mrtbtaat the first formal meetings.

[98] The respondent’s disciplinary policy is clear, isgttout the process to be followed and all the
matters needed to be taken into consideration disaiplinary setting. The Authority has no
criticism of this policy. What is of concern isetradmitted failure to consider alternatives to
summary dismissal. On p.11 of the company’s docunigsciplinary Action — Policy and
Proceduresthe document outlines a range of questions thgoredent’s decision-maker needs to
take into account. Among those are:

What explanation was given by the employee? Weasagonable?
* Has the employee committed similar or other offsrmeviously, and been warned?

* What are the employee’s length of service and pressiwork and behaviour records?
Have there previously been negative reports? Itare been positive reports?

* Has this type of incident happened elsewhere incthrapany? How was it handled?
What was the outcome and penalty?

» Is the proposal disciplinary action excessive mplarticular circumstances?

[99] In the same document, under the headiegels of Disciplinary Actignthe policy covers
dismissal. That subsection reads:

This sanction the strongest available to the compahould be used only after
very careful consideration of alternatives.
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[100] A further difficulty the respondent faces is itddee to ensure, in accordance with its policies,
that those granted access to webmail and intemétisdT system are provided with the terms of
such access prior to it being granted to them.

[L01] At no time during the Authority’s investigation dible respondent produce evidence that the
applicants were fully appraised of their respotisiés prior to access being granted. That is a
significant matter since the company states ivébmail policy thathese terms and conditions are
a contractbetween you and Air New Zealand Limitechphasis is mine). The questions posed are
simply, how can one become a party to a contraeirwdne is not given the terms of the contract,
and how can one be punished for failure to adhewmknown terms of a contract?

[102] The Authority commends the company for establistdapgropriate policies and protocols in
respect of its email and internet facilities. Spaticies and protocols are essential to maintae t
system’s integrity and the good name of the airline

[103]In its defence, the respondent asserted in evidératat sent regular reminders to staff about
their obligations when using the company’s IT syse The Authority accepts that evidence, but
notes that a number of updates preceded the apfdicccess to the full IT system and may well
have been dismissed by the applicants as irrelewatitem at that time. The reminders posted on
the company’s Korunet were cited in evidence. HaweMr Mangos conceded that at the relevant
time the link to this reminder was indirect but haeken upgraded to a direct link following the
incident involving the applicants. The Authoritg@accepts the evidence of the respondent that at
various times notices were posted on staff notiaedg Again, the risk is that not all staff read
staff noticeboards. In short, neither method omewnication is guaranteed to find every
employee. There is no substitute for a full andquivocal induction process which leaves no room
for any doubt in any employee’s mind.

[104] Following the release of two personal grievanc@astinvestigated in the Auckland office of
the Employment Relations AuthoritZ|iff v. Air New Zealand Lt&A1A/05 andGroom v. Air New
Zealand LtdAA1B/05), counsel for the respondent forwardediesmf these determinations to the
Authority member. Having studied those determoregj the Authority finds that they are clearly
distinguishable on the facts. Mr Groom accepted bie was aware of the company’s IT policy,
while Mr Cliff accepted he was aware of the profiim on accessing sexually explicit sites. The
issue of shared access information featured imeedase.

[105]In the course of the Authority’s investigation bese matters, the applicants alleged that they
were significantly offended by a small piece on ftent page of theChristchurch Presshortly
after the dismissal of the applicants. They fgljreeved with what they believed were unnecessary
comments made by the airline’s Chief Executive Whiould have led to a reasonable suspicion
about the reasons why the applicants had been sisthiand that this put them in an unfair
situation. The respondent replied that the artilite not name the division in question nor did it
personally identify any of the applicants. Furtheproduced a union document which it said had
been posted on staff noticeboards at the Christbhsite identifying the four applicants by name.
The Authority, having considered this matter, istloé view that both may have been injudicious.
The Authority believes that the action of Mr Mangadvising all other warehouse employees in
Christchurch of the applicants’ identity and thasens for their dismissal was an action open to
him as he appears to have been reporting onlysemies of facts.

Legal principles

[106] The test for justification of the dismissals is s&t out inW&H Newspapers Ltd v. Oram
[2002] 2 ERNZ 448. The question essentially paseavas the decision to dismiss the applicants
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one which in all the circumstances a reasonabldanémployer could have taken? The Authority
must also bear in mind that the employer’'s condfithe disciplinary process is not to be put under
a microscope nor subjected to pedantic scrutiny, @ unreasonably stringent procedural
requirement to be imposed. The approach is asugein New Zealand (with exceptions) Food

Processing etc IUOW v. Unilever New Zealand [1@90] 1 NZILR 35:

Slight or immaterial deviations from the ideal ar®t to be visited with

consequences for the employer wholly out of progorto the gravity, viewed in
real terms, of the departure from procedural petiftetc What is looked at is
substantial fairness and substantial reasonableressrding to the standards of
a fair minded but not overly indulgent person.

The determination

[107]Having carefully and at length considered the aewidebefore the Authority, | find that given
the extensive misuse of computer access, it waaf@ifsr the respondent to reach the conclusions it
did in respect of the applicants.

[108]1 find the failure of the respondent to adheretsoown well-designed procedures in regard to
internet access and in particular its insistenaédlacess to its IT systems formed a contract thigh
applicants, failed because the respondent graiteatdess without advising the applicants of their
obligations under the so-calledntract

[109]1 find that the respondent failed to further inwgste the claim of all four applicants that the
sharing of system access data was very widesprahthat had it done so it would, on the balance
of probabilities, found it credible that personkestthan the applicants had accessed the sites the
respondent found to be in breach of its policiesthe light of this and the overall evidence befor
the Authority the respondent’s reference to itslostrust and confidence in the applicants cannot
fly when the fundamental breach was on the patti@fespondent.

[110]1 find that the respondent failed, particularlyrespect of Mr Bisson, to take into account not
only his long, committed service, but also the candation he received in respect of his
contribution to the SAFE project in early 2004.

[111]1 find that the respondent, in refusing an appiarato adjourn the final meeting with Mr King
pending receipt of further information, prejudicell King and on the balance of probabilities the
other applicants. | can understand how the compaprgsentatives would be irked by extending its
process. However, the provision of the extensivielemce in respect of log on and password
sharing later produced by the Union may have hagrg significant effect on the respondent’s
deliberations and view of the matter.

[112]Having made these findings, | want to record thdhArty’s clear understanding of the
respondent’s honest commitment to deal with itestigation in a correct and timely manner. The
task of investigating the alleged breaches wasitiagly protracted and involved significant time
and expense for the company. The Authority acciygsearnest and honest attempts of Air New
Zealand to fulfil its obligations.

[113]1 find each of the applicants was unjustifiablyrdissed.

Remedies
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[114] Having found that each applicant has beenustifjably dismissed | must now turn my mind
to remedies. In respect of the applicants’ claforslost remuneration, the Authority received
evidence from each applicant detailing his losseofiuneration between the time of dismissal and
the order for interim reinstatement. | am satifibat each has advised the Authority of income
earned from other employment in the period in gaestind | have taken account of those earnings.

Mr Bisson

[115]Mr Bisson is to be reinstated to his former positwaith no loss of seniority or benefits. The
respondent is to pay Mr Bisson the sum of $23,00@ebpect of wages lost as a result of his
personal grievance.

[116] The respondent is to pay Mr Bisson the sum of ¥ @@hout deduction as compensation
under s.123(1)(c).

Mr Gardner, Mr Cameron and Mr King

[117] These three applicants are to be reinstated to thener positions, or to positions no less
advantageous with no loss of seniority or benefits.

[118] The respondent is to pay Mr Gardner the sum of &B3gross in respect of wages lost as a
result of his personal grievance.

[119] The respondent is to pay Mr Gardner the sum of GEB,As compensation pursuant to
$.123(1)(c).

[120] The respondent is to pay Mr Cameron the sum of1847in respect of lost wages resulting
from his personal grievance.

[121] The respondent is to pay Mr Cameron the sum of 088,8s compensation pursuant to
$.123(1)(c).

[122] The respondent is to pay Mr King the sum of $6,753yross in respect of wages lost as a
result of his personal grievance.

[123] The respondent is to pay Mr King the sum of $3,@88@ompensation pursuant to s.123(1)(c).
Costs

[124] Costs are reserved. The parties are to attemaistive the question of costs between them.
However, if they are unable to do so, Mr Littletgslodge and serve his submissions on or before
1 August 2006. Mr Kiely is to file his memorandwm or before 15 August 2006.

Paul Montgomery
Member of Employment Relations Authority



